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Pickup and Dropoff Authentication for Deliveries by Autonomous Driverless Vehicles 
ABSTRACT 
Autonomous driverless vehicles are gaining adoption for a variety of purposes, such as 
picking up and dropping off passengers, delivering packages or food, etc. Since autonomous 
vehicles lack the human supervision of a driver, it is important to ensure that the person 
collecting orders from the vehicle is the person who placed the order or a designated authorized 
person. When the vehicle carries multiple orders, it needs to be further ensured that people can 
access only their own items. This disclosure describes techniques to automatically assign and 
verify codes associated with each order that enable identification of users that are authorized to 
access specific orders within the collection of orders being delivered by an autonomous 
driverless vehicle at a given time. Authentication of the user can be performed using a code 
transmitted from a user device to the vehicle via ultra-wideband (UWB) or other wireless 
communication, the user manually entering a code, or via face or fingerprint authentication, if 
permitted by the user. 
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BACKGROUND 
Autonomous driverless vehicles are gaining adoption for a variety of purposes, such as 
picking up and dropping off passengers, delivering packages or food, etc. When used for the 
purposes of picking up and delivering items, such as packages or food, the vehicles often carry 
multiple orders simultaneously. Carrying multiple orders enables the vehicles to service multiple 
customers in a single trip, thus optimizing the use of resources, such as time, fuel, mileage, etc. 
Since autonomous vehicles lack the human supervision of a driver, it is important to ensure that 
the person picking up orders from the vehicle is the person who ordered the item or a designated 
authorized person. When carrying multiple orders, it needs to be further ensured that people can 
access only their own items.  
DESCRIPTION 
This disclosure describes techniques to identify users who are authorized to access 
specific items within the collection of orders being delivered by an autonomous driverless 
vehicle at a given time. To achieve this, each delivery order handled by the vehicle is assigned an 
authentication code that is sent to the mobile device, such as a smartphone, of the user that 
placed the order and/or a user designated to pick up the order from the vehicle. The user can then 
use the code to unlock the vehicle (or a compartment) for picking up the item(s) ordered that are 
locked inside the autonomous driverless vehicle delivering the order. 
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Fig. 1: Autonomous vehicle dropping off a food order for pickup by an authorized user 
Fig. 1 shows an example of operational implementation of the techniques described in 
this disclosure. A user (102) places a food delivery order via an app (106) on a user device (104). 
Upon successful order placement, the user receives a code (108) via the app. When the order is 
delivered by an autonomous driverless vehicle (110), the user enables the code to be transmitted 
wirelessly from the user device to the vehicle using secure ultra-wideband (UWB) 
communication or other suitable wireless communication mechanism. Since the code matches 
that for the order being carried by the vehicle the user is granted access to the vehicle (or a 
compartment thereof) to retrieve the ordered food (112). The autonomous driverless vehicle can 
be equipped to enable the user authorized to receive the order to unlock and access the 
autonomous driverless vehicle by transmitting the code to the vehicle via ultra-wide band 
(UWB) or other wireless communication mechanism.  
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Alternatively, users can authenticate themselves in one or more of a number of ways such 
as: manually entering the code on a console on the vehicle, or by authentication techniques such 
as fingerprint or face recognition using suitable sensors provided on the vehicle. The use of 
biometric authentication is for the specific purpose of providing access to the ordered items; no 
user data is retained, and users can disable such authentication.  
When using UWB or other wireless communication, the validity of the signal can be 
restricted to a short duration to ensure security. Unlocking the vehicle via fingerprint or face 
recognition is performed only with specific user permission for the provider (of the app and/or 
the delivery vehicle) to use it for the purposes of authentication to access the vehicle. 
Alternatively, users can perform such authentication locally on their own devices, with the result 
of a successful authentication generating an indication to the vehicle via UWB or other suitable 
mechanism. Such operation ensures that the person accessing the vehicle is the authorized user 
of the user device rather than someone who otherwise obtains access to the user device. 
While the example of Fig. 1 relates to order pickup by a single user, the techniques 
described above can support autonomous driverless vehicles involved in simultaneously handling 
the delivery of multiple orders to multiple locations. In such cases, authorized users properly 
authenticated as described above can access only designated compartment(s) within the vehicle 
that carry the specific order(s) for which they are authorized. At order pick-up locations (e.g., 
restaurants, stores, etc.), authorized users can add packages to designated compartment(s), and at 
drop-off locations, authorized users can retrieve packages from designated compartment(s). The 
order in which an autonomous driverless vehicle visits the various pickup and drop-off locations 
can be optimized by suitable routing algorithms. 
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Apart from delivery of orders containing permitted physical items, such as food, clothing, 
household goods, etc., the described techniques can also be employed to authenticate passengers, 
e.g., when the vehicle operates as an autonomous cab. With user permission, the autonomous 
driverless vehicle can support ridesharing, with pickups and drop-offs from multiple respective 
locations and the routing determined by suitable algorithms as in the case of package deliveries 
as described above. 
The specific authentication mode, such as manual code entry, UWB, fingerprint, face 
recognition, etc., can be specified by the developers and/or by the service providers and/or 
selected by the users placing the order and/or determined dynamically at the time of pickup or 
drop-off. Similarly, the algorithm used for routing of the vehicle between multiple pickup and 
drop-off locations can be chosen by the developers and/or by the service providers and can make 
dynamic adjustments during vehicle operation. 
The techniques described in this disclosure can be implemented within any services that 
use autonomous driverless vehicles to support pickup and drop-off operations. With user 
permission, the described authentication schemes can work with any suitably equipped 
autonomous driverless vehicle and user device. 
Further to the descriptions above, a user may be provided with controls allowing the user 
to make an election as to both if and when systems, programs or features described herein may 
enable collection of user information (e.g., information about a user’s orders, a user’s 
preferences, or a user’s current location), and if the user is sent content or communications from 
a server. In addition, certain data may be treated in one or more ways before it is stored or used, 
so that personally identifiable information is removed. For example, a user’s identity may be 
treated so that no personally identifiable information can be determined for the user, or a user’s 
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geographic location may be generalized where location information is obtained (such as to a city, 
ZIP code, or state level), so that a particular location of a user cannot be determined. Thus, the 
user may have control over what information is collected about the user, how that information is 
used, and what information is provided to the user. 
CONCLUSION 
This disclosure describes techniques to automatically assign and verify codes associated 
with each order that enable identification of users that are authorized to access specific orders 
within the collection of orders being delivered by an autonomous driverless vehicle at a given 
time. Authentication of the user can be performed using a code that is provided to the user 
device. At order pickup time, the user device transmits the code to the vehicle via ultra-wideband 
(UWB) or other wireless communication. Other mechanisms such as manual entry of 
authentication codes or face/fingerprint authentication can be used, with user permission. 
Authentication can be performed for order pickup/ delivery by the vehicle, or for when the 
vehicle carries passenger, e.g., operating as a ridesharing or cab service. 
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